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One of my favorite TV show lines is from 30 Rock, when clueless Dennis says, “But the
beeper's gonna be making a comeback. Technology is cyclical.” For the average person,
the barrage of technology that is constantly disrupting our lives can be overwhelming,
even intimidating, but also exciting as it transforms how we approach everyday
situations. A lot of us laugh when we watch old movies and TV shows that predict the
technology of such years as 2000! While their futuristic visions may not have been right,
the innovations that actually did happen have made our busy lives easier.

More importantly, it can carry security and privacy concerns. It doesn’t help that hackers
have successfully targeted large, well-known retailers and that cybercriminals have
found ways to log onto our computers, accounts, and private conversations. Mortgage
wire fraud, a tactic where a cybercriminal pretends to work on behalf of the agent and
asks for your financial and highly secure personal information, has increased by 13% in
the last year. The days of emails from Nigerian Princes are waning, but a new breed of
incredibly smart and sophisticated cybercriminals are inserting their way into our lives.

On the flip side, we can do almost anything from the convenience of our own homes, or
honestly, wherever we want. In fact, with the right security, information stored online can
be safer than in a folder in a filing cabinet that Carol lost the key to. As we walk through
the human experience, the rapid advancement of technology plays a large part in how we
think about data, user experiences, and how secure we actually are.

Many industries debate on what business should be conducted online, how to keep
information secure but not ruin or disrupt the user experience, and rethinking the way
they store, share, and use data. While not all companies might have the ethics of data

use at the top of their to-do list.
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https://www.cnbc.com/2020/10/15/how-one-familys-nightmare-illustrates-the-growing-threat-of-real-estate-wire-fraud.html
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So....What is a Decentralized Identity?

Currently, most of us have a digital ID. Our unique identifier that we use in digital
settings. However, you probably don't just have one. You have an identifier for
every site you shop on, your email, your social media, your streaming media
platforms, and so forth. You may be one of the lucky ones that chose an ID so
distinct no one else used it, or you might be the like most people who have to
tack their birth year or other key info onto the end. Yet, we don’t own those
identities. The platform we use to log into does.

A decentralized identity (DID) gives each individual the power and responsibility
to control and protect their personal information. It can replace usernames or
other identifiers, with IDs that are self-owned, independent, and use blockchain
and distributed ledger technology to protect privacy and secure transactions.

We share our information with businesses every day. We create user IDs that
belong to the company we are logging into and we willing add our social security
numbers, the name of our first grade teacher, and what street we grew up on to
their system. One break and criminals have enough information on you to start
problems.

In the case of DIDs, users create, own, and control independently of any
organization or government. Your identity cannot be stripped, lost, or taken away
by the company. There is no series of authentication questions we need to
answer every time our computer does an update and the site doesn’t recognize
our device anymore.

The use of blockchains is vital to this new way of thinking. The blockchain is a
system of recording information in a way that makes it difficult or impossible to
change, hack, or cheat the system. The most famous example of a blockchain is
bitcoin. There is a lot of technology, complex ideas, and jargon that go into a
blockchain. does a great job in explaining what it is if
you need a quick overview.

Simply, the more blocks of data are added to the chain, the more secure it is.
Most importantly, if hackers wanted to corrupt a blockchain system, they would
have to change every block in the chain, and across all of the distributed versions
of the chain.
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https://builtin.com/blockchain
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DIDs and Your Business

For companies like IBM, DIDs are not a theory, they are actively being
conceptualized, strategized, and rolled out to test groups. For small to
medium-sized businesses (SMSB), making this change might seem as far off as the
dog using a jet pack in the year 2000. They also may wonder, what are the benefits
for their company?

1. Generate new levels of trust with your customers and partners.

2. Provide greater convenience to your customers by eliminating traditional logins
with usernames, passwords, and ongoing authentication.

3. Reduce vulnerability to data misuse, internally or externally.

4. Thwart cyberattacks, fraud, and other financial crimes with secure blockchain
management.

5. Lessen the compliance burden of managing customers’ personal data in your
system.

6. Enable new ways to conduct business by allowing partners to communicate and
exchange information securely.

7. Supply customers with complete control and ownership over their personal data
while reducing the need for centralized databases.

The benefits that companies, including SMSBs, reap from updating to this type of
new technology will be two-fold, affecting both the customer and the company.
First, you have great peace of mind ensuring your customers are safe and who they
say they are during every interaction and transaction. Second, the amount of
customer data you hold will be minimal, safeguarding that you will not likely be the
cause of a data breach that could severely alter your customers' financial health.
Customers will also not need to be burdened with yet another username/password
combination and series of authentication questions, which can be easy to hack,
heightening the user experience. Therefore, companies will spend less time
assisting customers with login issues and will be able to focus their efforts on more
critical business matters.

The exact roll-out of DIDs to the entire world is not yet set-in-stone, but to achieve a
more perfect balance in the human experience, for both customer and business,
DIDs seem to be carving a fantastic path toward a more secure, stable way of
operating.
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